Secure Transfer of
Data Files and Documents

» Data Files/Documents that are transferred to DCC
Server via secure portal:
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ECG summary page tracing (file format=pdf)

CPET tracings (file format=cow)

RHC documentation (file format=pdf)

PFT tracings (file format=pdf)

Lung CT Report (file format=pdf)

Sleep Study (file format=edf)

Event (AE, SAEs, deaths w review documentation) (file format=pdf)
Miscellaneous (consent signature page) (file format=pdf)



File Preparation

e All documents/data files must be de-identified prior to
transferring.

e Datafiles:
— Must be pre-programmed with Study ID, alphacode
— Review specific MOP chapters for details

* Documents:
— Print off hard copies of requested documents

— Cross through all identifying information such as name,
DOB, MRN, etc.

— Write on each page, participant’s 6 digit Study ID,
alphacode, date of test

— Scan documents together in one file; save as a pdf




De-identification Examples

* Programmed de-identification prior to start
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DE'identiﬁcatiOn, continued

Manual de-identification

sure Calculations 02:37:33 PM
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One Test/One Participant

e Scan one test/one participant’s documents
together in one file

e File naming convention is:

7IZe st_xxxﬁxx_a c}m md dyx(yy. eth(

file content PVDOMICSid # alphacode testdate file type



File Naming Prefixes

ECG summary page (file format=pdf)

CPET (file format=cow)

RHC printouts (file format=pdf)

PFT tracings (file format=pdf)

Lung CT Report (file format=pdf)

Sleep Study (file format=edf)

Event (AE, SAEs, deaths w review documentation) (file format=pdf)
Miscellaneous (consent signature page) (file format=pdf)

ECG 990002 XY 08262016.pdf
Vs / X N AN

file content PVDOMICS id# alphacode testdate file type
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Secure Transfer Overview

Individual account assigned (not same as Pvbomics
database login)

No one can see each other’s ‘bucket’
File(s) dumped into individual’s ‘bucket’
No one can see each other’s ‘bucket’

Files are removed from individual’s ‘bucket’ at
regular intervals and cannot be recalled

Files moved to DCC ‘bucket’, sorted and
moved into separate ‘bucket’ for each Core.



Coordinator Logs into SSH Account
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Step 1:
»Set Up a Secure Copy Protocol (SCP) Account

erecommended secure portal = WinSCP
* http://winscp.net

» Show print screens....


http://winscp.net/

e I:LZ}:I | & http:/ fwinscp.net/eng/docs/free_ssh_client_for_windows

File Edit Wiew Faworites Tools Help
iz B Home... BB Quan... Sign... .3 Requ... L3 QHS &7 PVD ... & PVD

WinSCP

Free SFTP, SCP and FTP client for Windows

Guides F.A.Q). Scripting .MET & COM Library Scar

Free SSH Client for Windows
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a’ |Q. http://winscp.net/download/WinSCP-5.9.2-Setup.exe p-c H By D g WinSCP-59.... %

File Edit View Favorites Tools Help
5 B Home.. B Quan... [& Sign.. £J Requ.. L3 QHS E]PVD.. E]PVD.. 2] Tabs

WinSCP

Free SFTP, SCP and FTP client for Windows

Your download of WinSCP-5.9.2-Setup.exe will start shortly...

[Checksums] [Switch to HTTPS] Problems with the download? Use [Direct download] or [CDN download] or
[Alternative download]

The WinSCP-5.9.2-Setup.exe is WinSCP installer.

It installs both WinSCP executables and optionally any of the complete translations. If you want to use some incomplete translation, you
need to download and install it separately.

Do you want to run or save WinSCP-5.9.2-Setup.exe (8.60 MB) from cdn.winscp.net?

@ This type of file could harm your computer. | Run || Save |V|| Cancel
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[Ean]

Installation

1. Open the installation program by double clicking on its icon.
2. If your Windows language is not supported by the installer, select an alternative language you want to

use (both for installation and later when using WinSCP).

.
Select Setup Language M

@ Select the language to use during the
‘ installation:

[Engish 7]

L OK il Cancel J

|-

3. Onthe License Agreement screen click Accept after reviewing the license.
. You will be prompted to select a setup type. For a basic setup, choose Typical installation.
5. Then you will be prompted for Initial User Settings. This allows you to select user interface style. If
you have used (and enjoyed) file managers like Total Commander, Altap Salamander or Norton
Commander before, keep default Commander interface. Otherwise you will probably be more familiar

with Explorer interface.

Locate the WiInSCP shortcut on desktop
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| B Login

=

G New Site

& mackrej@sshhost.bio.ri.ccf.org

Tods ¥/

-

Session
Eile protocol:
SFTP

Host name:

Port number:

sshhost.bio.ri.ccf.org

User name:

22

Password:

mackrej
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Mark Files Commands Session Options Remote Help

FR 2 B3 synchronize Bl &F [ [ Queue ~ Transfer Settings Default
& mackrej@sshhost.bio.ri.ccf.org ‘ﬂ NEWSSSiOI\|
| My documents = 4= - | | mackrej
properties | B By Download - | [ Edit - properties | B8 & o

= A

Jexport/home/mackre

ChUsers\MACKRENDocuments
Mame = Size Type Changed Mame = Changed Rights Owner

£ . Parent directory 9/13/2016 2:3%:47PM || & . 9/6,/2016 1:08:03 PM useradm
@) Chicage Cemeteries.docx 63 KB  Microsoft Word ... 5/26/2016 9:32:38 AM | | 2. pvdomics 9/6/2016 1:21:40 PM mackrej
] Just a test file.docx 13KB Microsoft Word D 9/13/2016 2:39:45 PM || | lecal.cshre 9/2/2016 1:58:50 PM mackrej
) Photos of Note.doox 14 KB Microsoft Word ... 5/4/2016 1:41:58 PM | locallogin 9/2/2016 1:58:50 PM mackrej
THREE PRESIDENTS.docx 8TKB Microsoft Word D...  8/10/2016 9:35:30 AM || | lecal.profile 9/2/2016 1:58:50 PM mackrej

< | b

0Bof181KBin0of4 4 hidden 0B of 467 Bin0 of 4
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. mackrej - B 4= - ) & [©), FindFiles  ©m
B Lo

fexport/home/mackrej

Mame : Size Changed Rights Owner
. 9/6/2016 1:08:03 PM PWHI-X-X useradm
. pvdomics 0/6/2016 1:21:40 PM PAEPAE A mackrgj
| |local.cshre 1KB 9/2/2016 1:58:50 PM nw-r--r-- mackre]
|| lecal.legin 1KB 9/2/2016 1:58:50 PM rw-r--r-- mackrej
|_|local.profile 1KB 9/2/2016 1:58:50 PM rw-r--r-- mackre]
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Log in to SSH with previously assigned account name
and password

Drag and drop file into SSH home directory for
PVDOMICS on DCC server

Record transfer date on data collection form

DCC will move file out of home directory for
processing
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