Chapter 6-Appendix 1: Securely Transferring Documents to PVDOMICS
DCC Server

Overview

Some participant documents will be securely uploaded to the DCC server. Only those who have a
DCC Systems-assigned account and password will be able to upload documents. If there is more
than one person from each site who will be uploading documents, each person must have his/her
own account. Never share your username and password with anyone.
Documents include:

* ECG summary page tracing (file format=pdf)

* CPET tracings (file format=cow files?)

* RHC documentation (file format=cow files?)

* Pulmonary Function Tracings (file format=pdf)

* Final Lung CT Report (file format=pdf)

* Sleep Study (file format=edf)

* Event (SAEs, deaths) review documentation (file format=pdf)

* Miscellaneous (consent signature page) (file format=pdf)

De-ldentification and addition of PVDOMICS Study Identification
Any personal protected health information such as, but not limited to: name, SSN, clinical center

medical record number and so on must be redacted prior to sending. New PVDOMICS Participant
Identification must be present in a document and must include PVDOMICS identification number,
alphacode and date of test.

The file may need to be printed out and redacted by hand using a black, permanent marker (like
thick Sharpie) to cross through any identifying information. Then the file is re-identified with

pvdomics identification as stated above. The file is then rescanned to a pdf format and uploaded.

Adobe PDF Pro X software has a redaction feature that eliminates de-identifying by hand and
having to rescan the document.

Setting Up a Secure Copy Protocol (SCP) Account for the First Time

Open internet browser
Type in www.winscp.net (free application) to install (you may need to get IT
assistance to download)

e & http:/fwinscponetfengfindexphp
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e i : i
e |\-=:>§_I | & http://winscp.net/eng/docs/free_ssh_client_for_windows

File Edit Wiew Favorites Tools Help

s B Home.. B Quan... [& Sign.. £ Requ.. L3 QHS £]PVD.. 2]PVD

WinSCP

Free SFTP, SCP and FTP client for Windows

Guides F.A.Q. Scripting .NET & COM Library Scr

Free SSH Client for Windows

http://winscp.net/eng/docs/free_ssh_client_for_windows

I WinsSCP -~ = = = =

Free SFTP, SCP and FTP dient for Windows

Guides FAL. Scripling .NET & COM Library  Screenshols  Transla %  Support  Forum  Tracker  History

Free SSH Client for Windows

WInSCP is an open source free SSH client for Windows with the focus on secure file transfer. You can get it from
WinSCP download page. Latest stable WinSCP version is 5.9.2.

+ What is SSH Client?

+ SS5H File Transfers

¢+ 5SS5H Terminal Access

+ WinSCP is Also FTP Client
+ Further Reading
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Q(j >‘|£h hitp://winscp.net/download/WinSCP-5.9.2-Setup.exe £-¢|[Bap 19 WinSCP-59... %

5 B Home... B Quan... [&] Sign

WinSCP

3 Requ.. [ QHS E]PVD.. S1PVD.. @] Tabs

Free SFTP, SCP and FTP client for Windows

Your download of WinSCP-5.9.2-Setup.exe will start shortly...

[Checksums] [Switch to HTTPS] Problems with the download? Use [Direct download] or [CDN download] or
[Alternative download]

The WinSCP-5.9.2-Setup.exe is WinSCP installer.

It installs both WinSCP executables and optionally any of the complete translations. If you want to use some incomplete translation, you
need to download and install it separately.

Do you want to run or save WinSCP-5.9.2-Setup.exe (8.60 MB) from cdn.winscp.net?

@ This type of file could harm your computer. Run Save | ¥ Cancel
Installation Edit

1. Open the installation program by double clicking on its icon.
2. If your Windows language is not supported by the installer, select an alternative language you want to
use (both for installation and later when using WinSCP).

-
Select Setup Language M

a Select the language to use during the
¢  installation:

[Engish ~]

ok || cenca |

3. On the License Agreement screen click Accept after reviewing the license.

You will be prompted to select a setup type. For a basic setup, choose Typical installation.

5. Then you will be prompted for Initial User Settings. This allows you to select user interface style. If
you have used (and enjoyed) file managers like Total Commander, Altap Salamander or Norton
Commander before, keep default Commander interface. Otherwise you will probably be more familiar
with Explorer interface.
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Commander before, keep default Commander interface. Otherwise you will probably be more familiar
with Explorer interface.

-
B, Setup - WinSCP R

Initial User Settings
Please, select your preferred user interface options.

User interface style

@ Commander - two panels (left for local directory, right for remote

directory)
H - keyboard shortcuts like in Norton Commander (and other

similar programs as Total Commander, Midnight
Commander...)
- drag & drop toffrom both panels

_) Explorer - only remote directory

- keyboard shortcuts like in Windows Explorer

-drag & drop

| <Back | Next> | | cancel |

6. After you select the interface, the Ready to Install screen opens. On this screen, you can review the
installation options you've selected. Click Insta//to start the installation.

7. A brief installation process will take place. You may have to restart Windows Explorer or your computer.
If you choose not to restart, some WinSCP functions may not be available until you do so.

http://winscp.net/download/WinSCP-5.9.1-Setup.exe

Locate the WinSCP shortcut on desktop
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B Login [= = |[=]
| év Mew Site Session
File protocol:
SFTP -
Host name: Port number:
sshhosk. bia.ri.ccf.org 22 =
User name: Password:
PYDassigned ssssesssnen
Save |' Advanced... |v
Toals V] [ Manage - Login |V] [ Clase ] [ Help

n
Save sessioh as site @

Sike name:

o

sherers@sshhost,bio,ri,cof . org ¢

|| save password {not recommended)

Create desktop shorkout

(o) [Comi ) (o]

s

Warning @

Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache. You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:
ssh-rsa 1024 Ba:el:c4:58:a0:fd:e6:1b:82:f3:25: dd:2d:11:bE:f7

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abanden the connection press Cancel,

| Yes || Mo || Cancel || Copykey || Help |
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Authentication Banner - sherers@sshhost.bio.ri.ccf.org @

ek ek B ikl b o

bk b e s e e e e s e e

* These compuker swskems are Ffor use by authorized personnel For
=+
* Ci_F-related purposes. Management reserves the right Eo ponikor
E
* activity anytimme. Bvw logging in ko Ehis swyskem, wou acknn:lwleclge =
* that wou hawve besen adwvised.
B =+
* For infFormation, sese CCF policies 510 and 511 +
"""""""""""""""""""""" bbb b shesbish shark ok b ke b b sl bk bk
Bk ot o ol oE o o ol ot ol o oE o

Mewer show this banner again [ Conkinue ] | Help

Authentication Banner - sherers@sshhost.bio.ri.ccf.org @

-

sekdkkek kR

* These computer systems are for use by authorized personnel For
*

o CCF-reIated purposes, Management reserves the right ko monikor

* activity anvtime, By logging in to this syskem, you acknuwledge s

i that vou have been advised.
*

* For information, see CCF policies 510 and 511

sekdkkek kR

Mever show this banner again Continue l | Help |

Make sure you type in the correct password or you will get an error box that looks like this:

Sercer prormpt - sherers@szhhost.bio.ri.ccf.org @
A Searching for host.,
4 Connecting to host.,.,
Authenticating...
Using username "sherers",
Authenticating with pre-entered password,

Access denied,

Using kevboard-interactive authentication.

Password:

Q1 ] | Cancel | | Help
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Mark Files Commands Session Options Remote Help
FH E2 F3 synchronize B & [ & S0 Quewe - Transfer Settings Default
& mackrej@sshhost.bio.riccf.org | New Session |
FIMy documents - (5[] 4= - &% | mackrej B i 0 &2 | [, Find Files | 5y
& (& £ [m i

ChUsers\MACKRENDocuments Jexport/home/mackre

-

Mame Size Type Changed MName = Changed Rights Owner

& . Parent directory 9/13/2016 2:3%:47 PM || £ .. 9/6,/2016 1:08:03 PM PWKI-XT-X useradm
] Chicage Cemeteries.docx 68 KB  Microsoft Word ... 5/26/2016 9:32:38 AM | | 2 pvdomics 9/6/2016 1:21:40 PM TWRIWXTWI mackrej
] Just a test file.docx 13KB Microsoft Word D...  9/13/2016 2:33:45PM || | |local.cshrc 9/2/2016 1:58:50 PM n-r-=r-- mackrej
) Photos of Note.doox 14 KB Microsoft Word ... 5/4/2016 1:41:58 PM | locallogin 9/2/2016 1:58:50 PM W-r--r-- mackrej
[E_JTHREE PRESIDENTS.docx ETKB  Microsoft Word D...  &/10/2016 9:35:30 AM || | |local.profile 9/2/2016 1:58:50 PM PW-T--T-~ mackrej

| ]
0Bof181KBin0of4 4 hidden 0B of 467 Bin0 of 4

| mackrej ~EE - B Y & | £ FindFiles | T
£ [

Jexport/home/mackrej

Mame : Size  Changed Rights Owner
4 .. 8/8/2016 1:08:03 PM PWT-XT-X useradm
@ pvdemics 8/8/2016 1:21:40 PM PWETWHTAE mackrej
|| lecal.cshre 1KB 9/2/2016 1:58:50 PM nW=-r=--f-- rmackrej
| |lzcallegin 1KB 9/2/2016 1:58:50 PM PW-r--r-- mackre]
|| lecal.profile 1KB 9/2/2016 1:58:50 PM rw-r--r-- mackrej

Accessing WinSCP following initial set-up
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 defautt - SSH Secure Shell [= @ ][=]

File Edit Wiew Window Help
HER 28 =22 Mn
&) Quick Connect [ Profiles

8 % ew

|

53H Secure Shell 3.2.9 (Build 283) i
Copyright ({c) 2000-2003 55H Communications Security Corp - http://www.3sh.comS
Thizs copy of S5H Secure Shell is a non-commercial wversion.
This wersion g ™
Connect to Remote Host @
l !l Haost Marne: Isshhust.bin.ri.ccf.urg Connect |
[Jzer Mame: IHHHHHHH Cancel |
Part Number: I22
Authentication Methad: |<F'r|:|fi|e Settingsz: ;I
Mot connected - press Enter or Space to conne | 80:24 I_ @ I_ E
1 h Login = Y |
G New Site Session
& mackrej@sshhost.bio.ri.ccf.org File protocol:
SFTP
Host name: Port number:
sshhost.bio.ri.ccf.org 22
User name: Password:
madqej SRR RRRERRRRREN
Edit Advanced... V:
[ Tools Vl [ Manage V] | Login |V][ Close ][ Help ]
File Transfer from
Clinical Centers to DCC Cores
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Clinical Center Coordinator logs into SSH
\L (One way only)
Study Study Study Study Study Study Study

Coord 1 Coord 2 Coord 3 Coord 4 Coord 5 Coord Coord 7,
- etc
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Final data storage on

~—_ Isilon -
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